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1. INTRODUCTION

Nowadays intellectual property rights are one of the most critical aspects in the digital world since huge amounts of money are related to the usage of digital media objects. The current and real experience in the wired world (i.e. Internet) makes that all the actors involved in the value added chain of digital media objects are concerned about the importance of doing the things right in the wireless world. That means just to force a Digital Rights Management (DRM) user-agent to rule the digital media object usage that takes place in handsets.

The OMA-DRM specification details both DRM agent behavior, together with the Rights Expression Language and a Content Format specification. Following its resolutions the handsets manufactures are including DRM management in their mobile terminals.

This tests plan specification is conceived to clearly describe the tests set which shall be carried out over the handsets that provide a DRM user-agent / manager. These tests allow TME to assure the correct behavior of such a client in order to guarantee its appropriate implementation.
These tests are based on the XX-ERD-ETC-030000-DRM.doc In the tables, the “requirement code” row presents the specification code associated with the tests being described. 

2. RELATED DOCUMENTS
· www.openmobilealliance.org
· OMA-DRM:"DRM Content Format”

· OMA-DRM:" Rights Expression Language”

· OMA-DRM:" Digital Rights Management”

· OMA-DRM:" Enabler Release Definition for DRM”

· OMA-Download: “Download Architecture Version 1.0”

· OMA-Download: “Generic Content Download Over The Air Specification”

· OMA-Download: “Enabler Release Definition for Download Version 1.0 “
3. DEfinitions and abbreviations
· AMR: Adaptative Multi-Rate
· APN: Access Point Name
· BMP: Bit Map

· DRM: Digital Rights Management

· EMS: Enhanced Messaging Service
· GIF: Graphics Interchange Format

· GPRS: General Packet Radio Service
· GSM: Global System for Mobile communications
· HTML: HyperText Mark-up Language.
· HTTP: Hyper Text Transfer Protocol
· IP: Internet Protocol
· JPEG: Joint Photographic Experts Group

· MIDI: Musical Instrument Digital Interface
· MIME: Multipurpose Internet Mail Extensions

· MM: Multimedia Message
· MMI: Man Machine Interface
· MMS: Multimedia Messaging Service 
· MMSC: Multimedia Messaging Service Center
· MP3: Moving Picture Experts Group Layer-3 Audio
· MPEG: Moving Picture Experts Group

· MT: Mobile Terminal
· OMA: Open Mobile Alliance
· PNG: Portable Network Graphics
· PSS: Packet-switched Streaming Service
· SAR: Segmentation and Reassembly

· SIM: Subscriber Identity Module
· SMIL: Synchronized Multimedia Integration Language
· SMS: Short Message Service
· TE: Terminal Equipment
· TM: Telefónica Móviles
· UAProf: User Agent Profile.

· UE: User Equipment
· URi:  Universal Resource identifier
· USIM: Universal Service Identity Module
· WAP: Wireless Application Protocol
· WCSS: Wireless Cascade Style Sheets
· WML: Wireless Markup Language
· WSP: Wireless Session Protocol
· XHTML: Extensible HyperText
4. DRM Methods

There are two main methods defined for DRM management: Combined delivery and Separate delivery.

Combined delivery: It consists in delivering both the media object and the rights object together in a DRM message. There is a special case called “forward-lock” where the DRM message contains just only the media object but not the rights one. In this case the default usage rights defined in DRM-management must apply. It should be remarked that the forward-lock case is expected to be the most common situation in DRM.

Separate delivery: This takes place when the media object is downloaded separately from the rights object. In separate delivery there is no default usage rights, i.e. it is required a rights object to rule the media object usage. There is a special case denoted “superdistribution”. In this case the digital media object is delivered from an end user to another, i.e. the media object could be sent from one handset to others, but third parties have to get a rights object which authorizes them to use/render the media object.

4.1 DRM METHODS COVERED BY THIS TESTS PLAN

This version of the DRM tests plan specification is aimed to cover the three types of DRM use: Forward-Lock, Combined delivery and Separate delivery

This version dated on October, 14th 2004 covers and extends previous tests specification plans.

5. general condition for tests realization

The DRM messages containing the digital media objects and the rights usage objects are located in a server being managed by the Handsets & Smart Cards dept. test group.

The contents will be easily available through WAP or XHTML pages.

It is required a connection with a wap push messaging server in order to send the rights objects as is needed by the separate delivery case.

6. tests specification

Although in the tests server there are available DRM messages containing a complete set of media objects (i.e. different types of images, different types of audio, different types of java applications, logos, tones, MIDI files, videos, etc), it is not expected to be necessary to carefully carry out the whole tests set with each type of content since the DRM manager is defined to be in the middle between the access to digital media objects inside DRM messages and the final applications rendering such media objects.

There is a minimum set of digital media that shall be always verified (if supported by the device):

	· gif (image/gif)

· jpeg (image/jpeg)

· png (image/png)

· bmp (image/bmp)
· wbmp (image/vnd.wap.wbmp)
· jar (application/java-archive)


	· midi0 (audio/midi)

· midi1 (audio/mid, audio/midi, audio/x-midi)

· spmidi (audio/midi, audio/sp-midi)

· wav (audio/wav, audio/x-wav)

· mp3 (audio/mpeg3)

· 3gp (video/3gpp, audio/3gpp)




If finally it is found out that the DRM-manager behavior is independent of both the media and the application rendering the media itself, the test procedure could be reduced to just verify the functionality and not the functionality related to each type of media object.

6.1 Forward -lock

6.1.1 Supported media types

	Test ID
	Spec. ID
	Item
	Description

	DRM.FL 1.1
	DRM.s.FL 1.1
	Media types
	The device must support media type: 
application/vnd.oma.drm.message


6.1.2 Functional tests

For each type of the formerly specified media objects, the following tests set shall be carried out.

NOTE: The DRM messages referred to in the following table are DRM messages that contain one media object but no a rights object (i.e. they are DRM messages intended for the Forward-lock DRM method).

	Test ID
	Spec. ID
	Item
	Description

	DRM.FL.2.1
	DRM.s.FL.2.1
	Rights object discard
	If only DRM Forward-lock method is supported:
· The tests operator tries to get a DRM message that contains a rights object and it shall be  verified that the message is discarded and the user is notified about that.

	DRM.FL.2.2
	DRM.s.FL.2.2
	Only one media object
	Only DRM messages that contain one media object MUST be accepted.

· The tests operator tries to get a DRM message that contains no right object and two media objects. The device must not accept it.

	DRM.FL.2.3
	DRM.s.FL.2.3
	Media rendering
	A DRM message that contains a media object (and no rights obj.) is delivered to the device and that media is supported by the handset . In this case the content must be correctly rendered (i.e. displayed, printed, installed, etc) by the device as many times as users need.

· A correct DRM message is downloaded and it shall be possible to render the media at least twice.

	DRM.FL.2.4
	DRM.s.FL.2.4
	Storage
	The media object received in an DRM message can be stored (when “storage” be applicable) on the device memory.

· A DRM message (media object and no rights one) is delivered to the device and it is possible to store the media object in handset’s memory

	DRM.FL.2.5
	DRM.s.FL.2.5
	Removable media storage
	A device will also be able to store in secure removable memory the media objects received inside DRM messages.

· First it should be determined if the device supports any of the common removable memory gadgets: CompacFlash (CF), MultiMedia Card (MMC), MicroDrive, Secure Digital (SD), SmartMedia, etc., and for the available ones do proceed with the following test:
· A DRM message (media object and no rights one) is delivered to the device and it shall be possible to store the media object in the removable memory gadget.

	DRM.FL.2.6
	DRM.s.FL.2.6
	Availability & storage
	If a media object is stored in a removable memory and this one is extracted/disconnected from the device, then the media object must be no longer available to the user. (i.e. it is not possible to render the it if the storage media containing the object is not inserted again).

· The media object is stored in the removable storage memory. Then even if additional copies of the object were placed in the device memory, it must not be possible to render the media object again.

· The storage memory gadget is inserted again and it is verified that it is possible to render again the object.

· A different storage memory is inserted (i.e. not the one with the object) and it is assured that the hypothetical local copies of the media object remaining in the device shall not be rendered.

	DRM.FL.2.7
	DRM.s.FL.2.7
	Modification lock
	The media object extracted from a DRM message shall not be modifiable at all.

· When the device provides some kind of application or editor for a specific media object, it shall be only possible just to render it (i.e. present, display, play, print or whatever). Do verify that it is not possible to modify the object or to use it as a source to create a new one.

	
	Forward-lock
	It shall not be possible to forward the media object or the DRM message itself by any means.

	DRM.FL.2.8
	DRM.s.FL.2.8
	Forward lock IrDA
	· When IrDA supported: The tests operator will try to pass a media object coming from a DRM message using an IrDA link to third device (i.e. another handset or a laptop). It shall not be possible.

	DRM.FL.2.9
	DRM.s.FL.2.8
	Forward lock Bluetooth
	· When Bluetooth connectivity available: The tests operator will try to pass a media object coming from a DRM message over a Bluetooth link to third device (i.e. another handset or a laptop). It shall not be possible.

	DRM.FL.2.10
	DRM.s.FL.2.8
	Forward lock MMS
	· When MMS supported: The tests operator will try to compose a MMS message that includes a media object coming from a DRM message. It shall not be possible. 

	DRM.FL.2.11
	DRM.s.FL.2.8
	Forward lock
 e-mail
	· When available e-mail client: The tests operator will try to attach in a e-mail message an object coming from a DRM message. It shall not be possible.


6.2 Combined delivery

6.2.1 Supported media types

	Test ID
	Spec. ID
	Item
	Description

	DRM.CD 1.1
	DRM.s.CD 1.1
	Media types
	The device must support media types:

application/vnd.oma.drm.message and
application/vnd.oma.drm.rights+xml


6.2.2 Functional tests

	Test ID
	Spec. ID
	Item
	Description

	DRM.CD.2.1
	DRM.s.CD.2.1
	Forward lock
required
	If it is supported Combined delivery then it shall be supported Forward lock too.

· Verify that Forward lock is also provided by the device

	DRM.CD.2.2
	DRM.s.CD.2.2
	Only well-formed DRM-CD messages
	In Combined delivery shall be only accepted messages with just one media object and one rights object.

· The tests operator tries to get all of the following DRM Combined-delivery messages and do verify that the device does accept any.

· A message with 2 media objects + 1 Rights object

· A message with 1 media objects + 2 Rights object

· A message with 1 media objects + 0 Rights object

· A message with 0 media objects + 1 Rights object

	DRM.CD.2.3
	DRM.s.CD.2.3
	Objects availability
	The association between media and rights objects shall be maintained and the rights object shall rule the media usage until this is removed from the device

·  Download and store a Combined delivery message. It shall not be possible to delete just the rights object associated with the media.

· If the objects remained available in the device after having deleted/discarded the received DRM-CD message (i.e. the device stores the objects and the DRM messages in different folders), the media object usage is still been managed by the rights object.

	DRM.CD.2.4
	DRM.s.CD.2.4
	Removable media storage
	A device will also be able to store in secure removable memory the media and rights objects received inside DRM-CD messages.

· First it should be determined if the device supports any of the common removable memory gadgets: CompacFlash (CF), MultiMedia Card (MMC), MicroDrive, Secure Digital (SD), SmartMedia, etc., and for the available ones do proceed with the following test:
· A DRM-CD message is delivered to the device and it shall be possible to store the media and rights objects (or the DRM message itself) in the removable memory gadget.

	DRM.CD.2.5
	DRM.s.CD.2.5
	Availability & storage
	If a media and rights objects (or the DRM-CD message) are stored in a removable memory and this one is extracted/disconnected from the device, then the objects/message must be no longer available to the user. (i.e. it is not possible to render the media if the storage media containing the object is not inserted again).

· The media object is stored in the removable storage memory. Then even if additional copies of the object were placed in the device memory, it must not be possible to render the media object again.

· The storage memory gadget is inserted again and it is verified that it is possible to render again the object.

· A different storage memory is inserted (i.e. not the one with the object) and it is assured that the hypothetical local copies of the media object remaining in the device shall not be rendered.

	

	Media objects usage and consumption
	The rights object governs the usage of the media object for the following set of different types of content:
· gif (image/gif)

· jpeg (image/jpeg)

· png (image/png)

· bmp (image/bmp)
· wbmp (image/vnd.wap.wbmp)

· jar (application/java-archive)
· midi0 (audio/midi)
· midi1 (audio/mid, audio/midi, audio/x-midi)
· spmidi (audio/midi, audio/sp-midi)
· wav (audio/wav, audio/x-wav)
· mp3 (audio/mpeg3)
· 3gp (video/3gpp, audio/3gpp)
It shall be carried out the next steps:

1.- Download DRM-CD message to the device.

2.- Verify that it is only possible to render the content according to the rights object.

	DMR.CD.2.6
	1
	DRM.s.CD.2.6
	Rights: Count
	· The test operator downloads the files “cb_xxxx_Play(2).dm” which are  DRM-CD messages containing audio or video content. The test operator must check that the content can be played only two times. After this, the content will not be rendered again.

· The test operator downloads the files “cb_xxxx_Display(2).dm” which are DRM-CD messages containing an image each one. The operator must check that the image can be displayed only two times. After this, the content will not available again.

·  The test operator downloads the files “cb_xxxx_Execute(2).dm” which are a DRM-CD messages containing a java archive. The operator must check that the content can be installed only two times. After this, the content will not be able to be used again.

	
	2
	DRM.s.CD.2.6
	Rights: Count & Date
	· The test operator downloads the files
 “cb_xxxx_ Play(5)_Date(2020-2030).dm” which are DRM-CD messages containing an audio or video content. The operator must check that the content can be played up to five times and the date of the device must be between 01/01/2020 and 30/12/2030 . The test operator must modify the date of the device with a date between 01/01/2020 and 12/12/2030, out of this range of dates, the content will not be able to be used.

· The test operator downloads the files 
“cb_xxxx_ Display(5)_Date(2020-2030).dm” which are DRM-CD messages containing each one an image. The operator must check that the image can be displayed up to five times and the date of the device must be between 01/01/2020 and 30/12/2030 . The test operator must modify the date of the device with a date between 01/01/2020 and 12/12/2030, out of this range of dates, the content will not be able to be used.

·  The test operator downloads the files
“cb_xxxx_Execute(5)_Date(2020-2030).dm” which are DRM-CD messages containing a java archive. The operator must check that the content can be executed five times and the date of the device must be between 01/01/2020 and 30/12/2030. The test operator must modify the date of the device with a date between 01/01/2020 and 12/12/2030, out of this range of dates, the content will not be able to be used.



	
	3
	DRM.s.CD.2.6
	Rights: Count & Interval
	· The test operator downloads the files
 “cb_xxxx_ Play(5)_Interval(1year).dm” which are DRM-CD messages containing an audio or video content. The operator must check that the content can be played up to five times during a interval of time of 1 year. The test operator must download the content and modify the date of the device with a date one year upper from today, with this new date the content will not be able to be used.

·  The test operator downloads the files 
“cb_xxxx_ Display(5)_ Interval(1year).dm” which are DRM-CD messages containing each one an image. The operator must check that the image can be displayed up to five times during a interval of time of 1 year. The test operator must download the content and modify the date of the device with a date one year upper from today, with this new date the content will not be able to be used.

·  The test operator downloads 
“cb_xxxx_Execute(5)_ Interval(1year).dm” which are DRM-CD messages containing a  java archive. The operator must check that the content can be executed five times during a interval of time of 1 year. The test operator must download the content and modify the date of the device with a date one year upper from today, with this new date the content will not be able to be used.

	
	
	
	

	DRM.CD.2.7
	DRM.s.CD.2.7
	Local content management

CD
	The rights object doesn’t govern the local management of the contents. The user has to be able to save, install, uninstall and remove the DRM content.

· The test operator downloads a DRM-CD message and saves the media object.

· The test operator downloads a DRM-CD whose media object should be a MIDlet and it shall be able to install it.

· The former installed program should be remove/uninstall.

· The media object shall be deleted.

	Forward-lock
	It shall not be possible to forward the media object or the DRM message itself by any means.

The tests are the same that for the Forward-lock former case and there is one more related to the Rights object

	DMR.CD.2.8
	DRM.s.CD.2.8
	Forward lock IrDA
	· When IrDA supported: The tests operator will try to pass a media object coming from a DRM-CD message (or the message itself) using an IrDA link to third device (i.e. another handset or a laptop). It shall not be possible.

	DMR.CD.2.9
	DRM.s.CD.2.8
	Forward lock Bluetooth
	· When Bluetooth connectivity available: The tests operator will try to pass a media object coming from a DRM-CD message (or the message itself) over a Bluetooth link to third device (i.e. another handset or a laptop). It shall not be possible.

	DMR.CD.2.10
	DRM.s.CD.2.8
	Forward lock MMS
	· When MMS supported: The tests operator will try to compose a MMS message that includes a media object coming from a DRM-CD message (or the message itself). It shall not be possible. 

	DMR.CD.2.11
	DRM.s.CD.2.8
	Forward lock
 e-mail
	· When available e-mail client: The tests operator will try to attach in a e-mail message an object coming from a DRM-CD message (or the message itself). It shall not be possible.

	DMR.CD.2.12
	DRM.s.CD.2.9
	Forward lock Rights object - CD
	· When DRM Combine Delivery is supported if the rights object is available/accessible independently from the media object then the forwarding of this rights object SHALL NOT be allowed. When available: IrDA, Bluetooth, MMS and e-mail options shall be checked.

	DMR.CD.2.13
	DRM.s.CD.2.10
	Storage
	The media object received in an DRM message can be stored (when “storage” be applicable) on the device memory.

· A DRM message (media object and no rights one) is delivered to the device and it is possible to store the media object in handset’s memory


6.3 Separate delivery

6.3.1 Supported media types

	Test ID
	Spec. ID
	Item
	Description

	DRM.SD 1.1
	DRM.s.SD 1.1
	Media types
	The device must support the following media types: 
application/vnd.oma.drm.rights+xml,
application/vnd.oma.drm.rights+wbxml and
application/vnd.oma.drm.content


6.3.2 Functional tests

	Test ID
	Spec. ID
	Item
	Description

	DRM.SD.2.1
	DRM.s.SD.2.1
	Forward lock
and Combined Delivery required
	If it is supported Separate delivery then it shall be also supported both Forward lock and Combined delivery too.

· Verify that Forward lock and Combined delivery are also being provided by the device

	

	Usage of the media/rights objects
	For the following set of different types of content:

· gif (image/gif)

· jpeg (image/jpeg)

· png (image/png)

· bmp (image/bmp)
· wbmp (image/vnd.wap.wbmp)

· jar (application/java-archive)
· midi0 (audio/midi)
· midi1 (audio/mid, audio/midi, audio/x-midi)
· spmidi (audio/midi, audio/sp-midi)
· wav (audio/wav, audio/x-wav)
· mp3 (audio/mpeg3)
· 3gp (video/3gpp, audio/3gpp)
It shall be carried out the next four tests:

1.- Download de DCF file to the device.

2.- Verify that it is not possible to render the content if there is no rights object.

3.- Check that when try to consume the content the device gives the user the option to obtain the rights (provided that the X-Oma-Drm-Separate-Delivey was not received, this last case will be checked in another test).

4.- Verify that the content is properly rendered.

	DMR.SD.2.2
	1
	DRM.s.SD.2.2
	Rights: Count
	· The test operator downloads the files “sp_xxxx_Play(2).dcf” which are DRM-SD messages containing an audio or video content. The operator must verify that it is not possible to render the content if there isn’t the appropriate rights object for each one. Additionally the device shall give the user the option to obtain the rights when try to consume a media object for which there is no rights object available. When the right object is downloaded, the operator must check that the content can be played only two times. After this, the content will not be able to be used again.

· The test operator downloads the files “sp_xxxx_Display(2).dcf” which are DRM-SD messages containing an image content. The operator must verify that it is not possible to render the content if there is no rights object associated for each content and that the device gives the user the option to obtain the rights when trying to consume if there is no rights object available. When the right object is downloaded, the operator must check that the image can be displayed only two times. After this, the content will not be able to be used again.

·  The test operator downloads the files “sp_xxxx_Execute(2).dcf” which are DRM-SD messages containing a  java archive. The operator must verify that it is not possible to render the content if there is no rights object that governs the media usage and that the device gives the user the option to obtain the rights. When the right object is downloaded, the operator must check that the content can be installed only two times. After this, the content will not be able to be used again.

	
	2
	DRM.s.SD.2.1
	Rights: Count & Date Time
	· The test operator downloads the files 
“sp_xxxx_ Play(5)_Date(2020-2030).dcf” which are DRM-SD messages containing an audio or video content. The operator must verify that it is not possible to render the content if there is no rights object and that the device gives the user the option to obtain the rights object. When the right object is downloaded, the operator must check that the content can be played  five times and the date of the telephone must be between 01/01/2020 and 30/12/2030. The test operator must modify the date on the telephone with a date between 01/01/2020 and 12/12/2030, out of this range of dates, the content will not be able to be used.

· The test operator downloads the files 
“sp_xxxx_Display(5)_Date(2020-2030).dcf” which are DRM-SD messages containing each one an image. The operator must verify that it is not possible to render the content if there is no an appropriate rights object and that the device gives the user the option to obtain the rights. When the right object is downloaded, the operator must check that the image can be displayed up to five times and the date of the telephone must be between 01/01/2020 and 30/12/2030 . The test operator must modify the date on the telephone with a date between 01/01/2020 and 12/12/2030, out of this range of dates, the content will not be able to be used.

·  The test operator downloads the files 
“sp_xxxx_Execute(5)_Date(2020-2030).dcf” which are DRM-SD messages containing a java archive. The operator must verify that it is not possible to render the content if there is no rights object and that the device gives the user the option to obtain the rights. When the right object is downloaded, the operator must check that the content can be executed five times and the date of the telephone must be between 01/01/2020 and 30/12/2030 . The test operator must modify the date on the telephone with a date between 01/01/2020 and 12/12/2030, out of this range of dates, the content will not be able to be used.

	
	3
	DRM.s.SD.2.1
	Rights: Count & Interval
	· The test operator downloads the files 
“sp_xxxx_ Play(5)_Interval(1year).dcf” which are DRM-SD messages containing an audio or video content. The operator must verify that it is not possible to render the content if there is no rights object and that the device gives the user the option to obtain the rights. When the right object is downloaded, the operator must check that the content can be played up to five times during a interval of time of 1 year. The test operator must download the content and modify the date on the telephone with a date one year before the current date, with this new date the content will not be able to be used.

·  The test operator downloads the files “sp_xxxx_Display(5)_Interval(1year).dcf” 
which are DRM-SD messages containing an image content. The operator must verify that it is not possible to render the content if there is no rights object and that the device gives the user the option to obtain the rights. When the right object is downloaded, the operator must check that the image can be displayed up to five times during a interval of time of 1 year. The test operator must download the content and modify the date on the telephone with a date one year before the current date, with this new date the content will not be able to be used.

·  The test operator downloads the files 
“sp_xxxx_Execute(5)_ Interval(1year).dcf” which are DRM-SD messages containing a java archive. The operator must verify that it is not possible to render the content if there is no appropriate rights object available. The device shall give the user the option to obtain the rights in such case. When the right object is downloaded, the operator must check that the content can be executed five times during a interval of time of 1 year. The test operator must download the content and modify the date of the telephone with a date one year before the current date, with this new date the content will not be able to be used.

	

	DRM.SD.2.3
	DRM.s.SD.2.3
	X-Oma-Drm-Separate-Delivery header
	The device shall support the X-Oma-Drm-Separate-Delivery header.

· The operator navigate through the WAP pages available for DRM tests in the tests server. He selects and downloads a DCF content from the appropriate DRM tests pages.

· The server responds to the request including the X-Oma-Drm-Separate-Delivery header.

· A wap-push message is sent automatically to the MSISDN number that the test operator has introduced before he was able to download the DCF content.

· The wap-push message is received and the content is properly rendered.

	DRM.SD.2.4
	DRM.s.SD.2.4
	Media Objects superdistribution
	The device is allowed to forward de DCF file to another device.

· The test operator will be using one of the DCF files downloaded in the previous tests to check that it is possible to forward it.

· When available: IrDA, Bluetooth, MMS and e-mail options shall be checked.

	DRM.SD.2.5
	DRM.s.SD.2.5
	Forward lock Rights object - SD
	· If the rights objects are available/accessible independently from their associated media objects then the forwarding of these rights objects SHALL NOT be allowed. When available: IrDA, Bluetooth, MMS and e-mail options shall be checked.

	DRM.SD.2.6
	DRM.s.SD.2.6
	DCF file received from another device
	· The device received a DCF file from another device (superdistribution).

· It shall not be possible to access to the contents until a rights object is requested and received.

· When available: IrDA, Bluetooth, MMS and e-mail options shall be checked to received the superdistributed DCF file.

	DRM.SD.2.7
	DRM.s.SD.2.7
	“Not suitable content” advice
	When the DCF file is obtained not using OMA-DL it is not known whether the content inside is suitable for the device. The device shall check the suitability of the content prior allowing the user to acquire a rights object.

	DRM.SD.2.8
	DRM.s.SD.2.8
	DCF content wrapped in DRM-FL message
	The device shall accept DCF files wrapped into DRM Forward lock messages (i.e. DRM messages without rights object). In that case the device shall not forward the DCF file and it is required a rights object to render the DCF contents.

· A DRM message containing a DCF file as media object and no rights object is downloaded.

· The tests operator checks that it is required a rights object to render the content.

· The DCF file is not allowed to be forwarded (when available: IrDA, Bluetooth, MMS and e-mail options shall be checked).

	DRM.SD.2.9
	DRM.s.SD.2.9
	Multiple rights objects - I
	There could be various rights object associated to the same media object. The rights from different objects shall not be combined. Additionally if there are various rights whose constrains are satisfied only one can be used at a time for media consumption.

· The test will be carried out with an audiovisual content (i.e. a short video about 20 sec.)

· Two different objects shall be downloaded: one for unlimited preview (i.e. about 5-10 sec.) and other for just 1 complete presentation.

· The test operator try to consume the content and either the device offer the user the option to choose the rights or the device automatically renders the media. (In the last case it should be selected the least restrictive case)

	DRM.SD.2.10
	DRM.s.SD.2.9
	Multiple rights objects - II
	The last test has forced the following state: in the device there is a valid rights object and a consumed rights object.

· The test operator try to reproduce the content again

· It shall be only possible to use the “preview” rights object but not the “complete presentation” one

	DRM.SD.2.11
	DRM.SD.2.10
	Local content management

SD
	The rights object doesn’t govern the local management of the content. The users have to be able to save, install, uninstall and remove the DRM content.

· The test operator downloads a DCF message, gets the rights and saves the media object.

· The test operator downloads a DCF message whose media object should be a MIDlet, downloads a rights object enabling him to install the MIDlet and he shall be able to install it.

· The former installed program should be remove/uninstall.

· The media object shall be deleted.


7. Global Test procedure

The following table summarizes the global test procedure described in the present document.

	test CODE
	Test Item
	CORRECT
	INCORRECT

	DRM.FL.1.1
	· Media types
	
	

	DRM.FL.2.1
	· Rights object discard
	
	

	DRM.FL.2.2
	· Only one media object
	
	

	DRM.FL.2.3
	· Media rendering
	
	

	DRM.FL.2.4
	· Storage
	
	

	DRM.FL.2.5
	· Removable media storage
	
	

	DRM.FL.2.6
	· Availability & storage
	
	

	DRM.FL.2.7
	· Modification lock
	
	

	
	Forward-lock
	
	

	DRM.FL.2.8
	· Forward lock IrDA
	
	

	DRM.FL.2.9
	· Forward lock Bluetooth
	
	

	DRM.FL.2.10
	· Forward lock MMS
	
	

	DRM.FL.2.11
	· Forward lock e-mail
	
	

	

	DRM.CD.1.1
	· Media types
	
	

	DRM.CD.2.1
	· Forward lock required
	
	

	DRM.CD.2.2
	· Well-formed DRM-CD
	
	

	DRM.CD.2.3
	· Objects availability
	
	

	DRM.CD.2.4
	· Removable media storage
	
	

	DRM.CD.2.5
	· Availability & storage
	
	

	
	Media objects usage and consumption
	
	

	DRM.CD.2.6.1
	· Rights: count
	
	

	DRM.CD.2.6.2
	· Rights: count & date
	
	

	DRM.CD.2.6.3
	· Rights: count & interval
	
	

	DRM.CD.2.7
	· Local content management CD
	
	

	
	Forward-lock
	
	

	DRM.CD.2.8
	· Forward lock IrDA
	
	

	DRM.CD.2.9
	· Forward lock Bluetooth
	
	

	DRM.CD.2.10
	· Forward lock MMS
	
	

	DRM.CD.2.11
	· Forward lock e-mail
	
	

	DRM.CD.2.12
	· Forward lock Rights object - CD
	
	

	DRM.CD.2.13
	· Storage
	
	

	

	DRM.SD.1.1
	· Media types
	
	

	DRM.SD.2.1
	· Forward lock and Combined Delivery required
	
	

	
	Media/Rights objects usage and consumption
	
	

	DRM.SD.2.2.1
	· Rights: count
	
	

	DRM.SD.2.2.2
	· Rights: count & date
	
	

	DRM.SD.2.2.3
	· Rights: count & interval
	
	

	DRM.SD.2.3
	· “X-Oma-Drm-Separate-Delivery“ header
	
	

	DRM.SD.2.4
	· Media Objects superdistribution
	
	

	DRM.SD.2.5
	· Forward lock Rights object - SD
	
	

	DRM.SD.2.6
	· DCF file received from another device
	
	

	DRM.SD.2.7
	· “Not suitable content” advice
	
	

	DRM.SD.2.8
	· DCF content wrapped in DRM-FL message
	
	

	DRM.SD.2.9
	· Multiple rights objects - I
	
	

	DRM.SD.2.10
	· Multiple rights objects - II
	
	

	DRM.SD.2.11
	· Local content management
	
	


8. Remarks / comments

------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------------

9. CONDITIONS FOR THE REALIZATION OF THE TESTS

Not applicable.

10. others

Not applicable.

11. annexes

Not applicable.
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