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１. Introduction
This book describes installation and configuration for Doja1.5oe test contents.
2. System Requirements

The requirements for a system which constitute the server for an examination are as follows. In addition, examination contents are constituted so that it may operate by the general Unix operating system. Although it may operate by other Unix systems, it does not guarantee about operation.
2.1 System Environment
The syetem environment of operation is as follows.
	Type
	Software Name and Version
	Description

	OS
	Red Hat Linux 7.3 Professional

English Edition 
	－

	Httpd
	Apache 2.0.39
	· Apache can refer to from Internet.
· It is set up so that a DSO module may become effective. (or Enable)

	Perl
	Perl 5.6.1
	－

	SSL
	OpenSSL 0.9.6e(major release)
	· The SSL environment should be set up for GPRS mobile station. The port of No. 443 is the SSL port of a normal system.

	Java
	Java2 SDK Version 1.4.0_01
	· The execution environment of Java can be used.

	Servlet Container
	Tomcat 4.0.3
	· Tomcat can refer to from Internet


3. Installation Procedure
Doja1.5 test contents are installed using CD-ROM.
3.1 Directory tree
The directory structure of contents is shown below./ The directory structure of contents is as follows.
	DJ15/
	┬
	
	
	
	
	
	Content root directory

	　
	├
	index.html
	
	
	
	
	Index file

	　
	├
	J011/
	┬
	
	
	
	J011Test contents directory

	　
	│
	
	├
	Index.html
	
	
	J011 Test index

	　
	│
	
	├
	J011_4204_0201/
	┬
	
	The directory for test　Applications(contents)

	　
	│
	
	
	
	├
	index.html
	The file for download

	　
	│
	
	
	
	├
	bin/
	Jar and Jam file directory

	　
	│
	
	
	
	├
	res/
	Resource directory

	　
	│
	
	
	
	├
	src/
	Java source directory

	　
	│
	
	
	
	
	
	(The following is the same composition.)


In addition, there are the following conditions from actual contents.
· From each index, it may jump on a sub index further.
· When CGI for applications and res(resources) are unnecessary applications, there is no directory.
3.2 Installation　Procedure
The procedure of installation is described on the assumption that the following environment is set up.
Assumption conditions
	Conditions
	Setting value

	DNS Name of the Web Server
	Operator dependent


· It writes a maintenance user [ the user who can write in the document route of Apache ].
· Please change "()" under procedure according to execution environment.
· "#" and "%" expresses a command line.
(1) Ready
  CD-ROM is mounted. And it enables it to access to DJ15.tar.
(2) Deployment of files

  Log in as a maintenance user. Please enter the following commands from the document route (current directory).
 % cp (The path name of CD-ROM))/DJ15.tar /(maintenance user name)/DJ15.tar
  % cd (The document route of Apache)

  % tar xvf /(maintenance user name)/DJ15.tar

(3) Run the setup shell.
  Deployment of a Tar file creates the directory of the name of DJ15. Move to ‘DJ15’ directory, and enter following commands.

  % cd (Document root of Apache)/DJ15

  % perl kwdConv.pl ’SERVER_URL’
  *. ‘SERVER_URL’ specifies FQDN of the test server. 'SERVER_URL' differs in a test environment. Please confirm it in advance.
(4) Change owner mode
  Please enter following commands by the root user.  And change the owner of a file into a maintenance user.
  # cd [document root directory of Apache]

  # chown –r [maintenance user name]:[maintenance user group name] DJ15

3.3 Configuration Procedure
This chapter describes the procedure of a configuration. It depends for system environment on the server. It does not necessarily become as the following procedure. Please set up so that the contents described in the column of "**" become effective.
(1) The setting environment of apache is edited.
User logs in by the root user and the setting file of apache is updated by the following contents.
** Set the Document Root.

The following lines in the http.conf are edited.
 DocumentRoot "(document route of Apache )."
** The asis module is made to become effective.
Verify that the following line in httpd.conf is effective.  Remove “#” if it’s commented out.  
LoadModule asis_module        Modules/mod_asis.so
AddHandler send-as-is asis
** User adds a cgi setup and enables execution of "(document route of Apache)/DJ15/cgi-bin/", and "(document route of Apache)/DJ15/*/*/cgi-bin/."
・The following directives are added to the httpd.conf.
<Directory "(Apache’s document root)/DJ15/cgi-bin/">

      Options All

      AllowOverride None

</Directory>

<Directory "(Apache’s document root)/DJ15/*/*/cgi-bin/">

      Options All

      AllowOverride None

</Directory>
・The comment of the following lines is removed.
AddHandler cgi-script .cgi
** Enable Basic Verification Functionality 
・Modify the description of the following directives in httpd.conf file.  
AllowOverride None　→ AllowOverride All  Please proceed the followings in all the directories where .htaccess file is located under (Document root of Apache)/DJ15.
    　Reference:　How to search the directory where .htaccess　file is located.  
% find /opt/httpd-2.0.39 -name .htaccess –print
・Create a password file for the test user, aaa.
Enter the following command in the directory where .htaccess file is stored.  
%(Installation directory of Apache)/bin/htpasswd .htpasswd aaa

New password:　123      　　　<-Entered value won’t be displayed.
Re-type new password: 123　　<-Entered value won’t be displayed.
・Change the permission of the password file
Enter the following command in the directory where .htaccess file is stored.  
%chmod 644 .htpasswd

・Modify the description of AuthUserFile in .htaccess file.  
Modify the description of AuthUserFile directive in .htaccess file to the following.   
AuthUserFile (full path of .htpasswd file)/.htpasswd
Ex)AuthUserFile /opt/httpd-2.0.39/htdocs/DJ15/J311/J311_0106_0101/sec/.htpasswd
・Verify the description of Require directive in .htaccess file.  
Verify that the description of Require directive in .htaccess file is set as following.  
Require user aaa
・Operation check
a) Display the following URL on a browser of PC.  
 http://(FQDN of the server)/DJ15/(virtual path to the directory where .htaccess is located)/index.html
Ex)http://dojatest.net/DJ15/J311/J311_0106_0101/sec/index.html
 ->Verify that the basic verification dialog will be displayed.  
b) Please enter the followings for ID and Password.
　ID: aaa

 Password: 123

 ->Verify that the expected page will be displayed instead of the basic verification page again.  
** Access settings for non-default ports
This section describes the access settings of non-default (other than http:80, https:443) ports.
・port number / test contents Table
Port numbers to be added and the test contents for them are shown in the tables below.  
-　Table 1: port number for HTTP protocol  -

	Port Number
	Application
	Test No.
	Conditions

	10060
	J311_0302_0201
	J311_0302_0202
	Access the default port after downloading the application with the specified port.  

	
	
	J311_0302_0203
	Access a different port after downloading the application with the specified port.  


-　Table 2: port number for HTTPS protocol (SSL communication) –
	Port Number
	Application
	Test No.
	Conditions

	10061
	J311_0302_0201
	J311_0302_0302


	Access the default port after downloading the application with the specified port.

	
	
	J311_0302_0303
	Access a different port after downloading the application with the specified port.


-　Table 3: port number for HTTPS protocol (SSL communication) with each certificate -

	Port Number
	Application
	Test No.
	Conditions

	10119
	J311_0502_0101


	J311_0502_0201
	Certificate not supported.  

	
	
	J311_0502_0102
	

	
	
	J311_0502_0103
	

	
	J222_0101_0101
	J222_0101_0202
	

	
	J222_0202_0101
	J222_0202_0101
	

	
	J222_0301_0201
	J222_0301_0201
	

	10121
	J311_0502_0101


	J311_0502_0204
	Incorrect expiration of server certificate

	
	
	J311_0502_0105
	

	
	
	J311_0502_0106
	

	10177
	J311_0502_0101
	J311_0502_0207
	Invalid certificate setting

	10139
	J311_0502_0101
	J311_0502_0209
	Incorrect expiration of CA certificate

	10131
	J311_0502_0101
	J311_0502_0210
	Server certificate CN mismatch

	
	
	J311_0502_0211
	

	
	
	J311_0502_0212
	


・How to set up
Step １) Access setting of the port for HTTP protocol
　The following is the access setting with the port in Table 1.
・Add the following directive in httpd.conf file.  
Listen 10060

<VirtualHost default_:10060>


DocumentRoot (Document root of Apache)

</VirtualHost>

Step ２)  Access setting of the port for HTTPS protocol (SSLcommunication)

　The following describes the access setting with the ports specified in Table 2 and Table 3.  
・Copy SSL setting file, ssl.conf and modify it.  
%cd (Installation directory of Apache)/conf

%cp ssl.conf ssl_(port number).conf      Ex) cp ssl.conf ssl_10061.conf

・Edit ssl_(port number).conf file
 　Change the port number of 443 in the following 3 lines to the target port number as below.
	 Listen 443
<VirtualHost _default_:443>
ServerName new.host.name:443

	⇒


	Listen 10061
<VirtualHost _default_:10061>
ServerName new.host.name: 10061


・Add the following directive in httpd.conf file.  
<IfModule mod_ssl.c>

 Include conf/ssl_10061.conf

</IfModule>

The above operation shall be conducted with all the ports in Table 2 and Table 3.  
Step ３) Access setting to each certificate (SSLcommunication)

　The following describes the settings to access a different certificate for each port in Table 3.  
　（※Assuming that each SSL related file is ready to be used.）

・Modify the SSL setting file, ssl_(port number).conf file
%cd (Installation directory of Apache)/conf

・Edit ssl_(port number).conf file
Modify the following directives to point to each SSL related file as below
[Server certificate file]

SSLCertificateFile /opt/httpd-2.0.39/conf/ssl.crt/server.crt

↓Change To
Ex) SSLCertificateFile /opt/ssl/p1/ssl.crt/server.crt
[Server Private Key File]

SSLCertificateKeyFile /opt/httpd-2.0.39/conf/ssl.key/server.key

↓Change To
Ex) SSLCertificateFile /opt/ssl/p1/ssl.key/server.key
[List file of middle CA certificate, which composes the verification chainーンを構成する中間CA]

SSLCertificateChainFile /opt/httpd-2.0.39/conf/ssl.crt/ca.crt

↓Change To
Ex) SSLCertificateFile /opt/ssl/p1/ssl.crt/ca.crt
The above operation shall be conducted with all the ports in Table 3.  
(2)  Modify the Tomcat environment
By the user account which installed Tomcat, the following setting files are updated as follows.

** Enable the environment variable of Java and Tomcat.

Add the following environment variables and Path to the login shell (.bash_profile) of the user, who starts Tomcat.  
· Environment variable JAVA_HOME is set as the directory to which it is installed in JDK, and it is set as the directory the environment variable PATH is installed in the Java interpreter.

· 　Environment variable TOMCAT_HOMET is set as the directory to which it is installed in tomcat.
· Setting example

Assuming the followings settings are based on the directories below.


Installation directory of J2SDK: /usr/local/j2sdk1.4.0_01


Installation directory of Tomcat: /usr/local/Jakarta-tomcat-4.0.3

Please enter the following environment variable from the bash_profile

% cd root/

% vi .bash_profile

export JAVA_HOME=/usr/local/java/j2sdk1.4.0_01

export PATH=$PATH:$TOMCAT_HOME/bin


export TOMCAT_HOME=/usr/local/tomcat/jakarta-tomcat-4.0.3
** Change the default port of standalone operation environment of Tomcat

To change the default port of tomcat from 8180 to 65534, the description under (TOMCAT_HOME)/conf/server.xml shall be modified.  
- Before modification -

    <Connector className="org.apache.catalina.connector.http.HttpConnector"

               port="8180" minProcessors="5" maxProcessors="75"

               enableLookups="true" redirectPort="8543"

               acceptCount="10" debug="0" connectionTimeout="60000"/>



↓

- After modification -

    <Connector className="org.apache.catalina.connector.http.HttpConnector"

               port="65534" minProcessors="5" maxProcessors="75"

               enableLookups="true" redirectPort="8543"

               acceptCount="10" debug="0" connectionTimeout="60000"/>
・Operation check
Display the following URL on a PC browser when restarting Tomcat.
 http://(Server URL):65534/index.html
Ex)http://dojatest.net：65534/index.html

 ->Verify that the index page of Tomcat is displayed.  
** Context setting for Servlet access testing
Add the environment description to access Servlet to the directory under 
(TOMCAT_HOME)/conf/server.xml

<Host name="localhost" debug="0" appBase="webapps" unpackWARs="true">


：

        <Context path="/DJ15/J311/J311_0201_0102"

                docBase="/opt/httpd-2.0.39/htdocs/DJ15/J311/J311_0201_0102" />
</Host> 
・Operation check
Display the following URL on a PC browser.
 http://(Server URL)/DJ15/J311/J311_0201_0102/bin/J311_0201_0102?param=def
 ->Verify that“def”is displayed on the browser.  
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